2. UHTEpHeT — 3TO OrpoMHasl 3JE€KTPOHHAsI CeTh, KOTOPYIO YaCTO Ha3bIBAIOT «BcemMmpHOM
MayTUHOWM», TIOTOMY 4YTO OHA, CJIOBHO HEBUAMMASI HUTh, CBSI3bIBAET JIIOAEN M KOMITbIOTEPHI
10 BCel IulaHeTe. B aToM ymuBuTE/IbHOM 1IM(GPOBOM MUPE Thl MOXKEIllb YUUTHCS, UTPATh U
HaXOIUTh OTBETHI Ha JIIOObIe BOIIPOCHI B OTPOMHOM XPaHWINILE 3HAHMUI. DTO IMpeKpacHoe
MEeCTO MJISI OOIIeHMS M OTKPBbITMIA, HO B HEM BCErga HY)KHO ObITb BHMMATEJIbHBIM M
CoO0JTIOnaTh IMpaBuia 0e€30IacCHOCTH.

3. OUIIMHT, CMMIIVMHT M BUIIMHT — 3TO pasHble XUTPOCTM MOIIEHHMKOB, KOTOpbIe Uepes
nmcbMa, SMS MM 3BOHKM MPUTBOPSIIOTCSI BaXKHBIMM CJTY3KOaMy, YTOObI BBIMAHUTh TBOU
CeKkpeThl. 3JIOYMBIIIJIEHHUKM XOTST YKPAaCTh TBOM IMapOJIM MM OeHbI'M, 3aMaHMBasi TeOs Ha
MO IeJIbHbIE CAMThI WJIM ITyTasl MTOJIOMKOJ KOMITbloTepa. UTOOBI He IMOIacTbCs, HUKOTIA He
Co00IIIall He3HAaKOMIIaM CBOM [JaHHble M He HaXMMall Ha CChUIKM B TIOJO3PUTETbHBIX
coobienusax. Eciy Tebe 3BOHAT WM MMUILYT «M3 GaHKa» MM «TEeXIOLAEPKKM» C IPOChOOM
YTO-TO OIUIATUTDH MJIM IepeciiaTh KO, Cpa3y IOJOXKM TPYOKy WM yoamu mucbMo. [ToMHm
camMoe IJIaBHOe IMPaBUJIO: €CJIM B MHTEpHeTe TeOsl UTO-TO ITyraeT WM KaskeTCsl CTPaHHBIM,
00s13aTeJIbHO PacCKaky 00 9TOM B3POC/IbIM.

4. ComnmanbHasi MEDKEHEPUsT — 5TO KOITa MHTEPHEeT-OOMAaHIIVKY MCIIOIb3YIOT XUTPOCTh U
IIPUTBOPCTBO, YTOOBI 3aCTaBUThb TeOS JTOOPOBOJIBHO BBIIATh MM CBOM IApOJIM WIM IAPYyrue
Ba)KHbIE CEKPEThI. 3JIOYMBIIIJIEHHVKIY MOT'YT BbIlaBaTh CebsI 32 TBOMX JIPy3€eil, ITOMOIIIHMKOB
"3 TEXIIOAAEPSKKIU UM JTIIOAeN B 6efie, UTOOBI BTEPETHCS B TOBEpHMe ¥ 0OMaHyTh Tebst. YTOOBI
06e30macuTh Cedsl, HUKOTAA He CoOoOIal JMYHbIe AaHHbIe ITOCTOPOHHMM UM 00S3aTe/IbHO
Ccpasy paccKasbIBail POAUTESIM, €CJI KTO-TO B CETU IIPOCUT TeBS O YEM-TO CTPAHHOM UJIU
IIOIO3PUTETLHOM.

5. JlokHasi Texmomjep:KKa — 3TO KOIJa MOIIEHHMKY TPUTBOPSIOTCS IOMOILIHMKAMMU WA
paboTHMKamMM 6aHKa, UTOObI HAIMyraTb TeOs MOJIOMKOM aKKayHTa MM moTepeit geHer. OHu
MOT'yT YrOBapuBaTh TeOsT ITepeBeCcTy CpeACcTBa Ha SKOObI «0e30MacHbIi CYET», HO HA CaMOM
Zejie 3TO JIOBYIIIKA, YTOOBI YKPAaCTb TBOM cOepeskeHMs. 3allOMHM: HACTOSILME COTPYIHUKU
HMKOTZA He CIpalliMBalOT CEeKpeTHble Mapoiu 1o TeneoHy U He TpeOGyloT CpPOYHO
nepechliaTh AEHbIM He3HakoMIlaM. Ecim Tebe MpHUIIZIO Takoe COOOIIEHME WM KTO-TO
TTO3BOHMJI C TTOMOOHOM MPOCHhOOI, HUYETO He HasKMMay 1 Cpa3y M030BU B3POC/IbIX.

6. TBom uMms, ampec M IIKOJA — 95TO TBOM JIMUHBIE COKPOBMIIA, KOTOpbI€ Ha3bIBAIOTCS
TIepCOHAJIbHBIMM JTaHHbIMMU. EC/IM OHM «YyTeKyT» B MHTEpPHET, MOXUTUTEb MOXKET BbIIATh
cebst 3a TeOST M 0OMAETb TBOMX Hpy3el Win cemMbio. UTOOBI 3alIUTUTL CeOsl, HUKOTHIa He
COO0IIIal He3HAKOMIIAM CBOM CEKpeTbl M He Ipucbuiail UM cBou dororpadbmmn. Vcmomb3yit
CJIO’KHBIE TIApOJIM M OOILaicsa B CETUM TOJBKO C TEeMM JIIOObMM, KOTOPbIX Thl 3Haelllb B
HACTOSILEN KU3HN. Ec/ KTO-TO 4yskoM MpocuT Tebst pacckaszaTh O cebe MM CBOEM CEMBbeE,
cpasy IpeKpaTy pasroBOp U IMO30BYM B3POCJIbIX.

7. UrpoBasi BajOoTa — 3TO HU(POBbIE JEeHbI'M [IJI TIOKYIIOK B UTI'Pax, HO 3JIOYMBIIIJIEHHUKI
YacTO MCITOJIb3YIOT TBOKO 3KaJHOCTb, IpemJiarasi ropbl 30JI0Ta «OecrylaTHO» B OOMEH Ha
HoMmep TenedoHa i SMS. TTomoGHble obelllaHs OOBIYHO OKAa3bIBAIOTCS OOMAaHOM, M3-3a
KOTOPOTO CO CUY€Ta TBOEM CEeMbM MOTYT IPOMACThb BCe HACTOSIIME AeHbru. UTOObI He
MIOTIACThCSI Ha YAOUYKY, BCErAa COBETYMCS CO B3POCJABIMM Tiepel JI00OV IMOKYIIKON U
HUKOT/IA He BePb CJIMILIKOM 3aMaHUYMBBIM ITOAAPKAM B CETH.
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KubepOy/uTMHT — 3TO KOrJja KTO-TO B MHTEpPHETE IMbITAETCSI TeOsl OOUIETh: MUIIET 3JIble
CJIOBA, IPA3sHUT B KOMMEHTApUsIX MM BBIKJIAAbIBaeT TBOU (ororpaduy 6e3 paspelieHus.
YTo6bl 3alIUTUTH CebOsI, He OTBEYAll Ha rpyOOCThb U Cpa3y 3a0JIOKMPYH 00MIUMKA, YTOOBI OH
He Mor Oosbiile Tebe mucaTb. Ob6s3aTeNILHO COXpaHM JTOKa3aTeJbCTBa (CHesiaili CKPUHIIOT
9KpaHa) ¥ cpa3y pacCKaXXu POIUTEISIM WIU YUUTETI0, Belb B3pOC/Ible BCEraa 3HAIOT, KaK
OMOYb. By/ib BESKJIMB € IPYTMMU U ITOMHY, YTO Thl MMeEEIIb MPAaBO Ha A0OGpoe obleHne U
6e301acHOCTb B ceTu!

BpenonocHoe IO — 5TO «KOMITbIOTEPHBIE MPOCTYAbI» UJIM XUTPble TPOTPAMMbI-UEPBSIUKH,
KOTOpbIe MOTYT MpOOpaTbCsl B TBOM TajsKeT, UTOObI IOJIOMaTh €ro MM YKpPacTb TBOU
naHHble. Takue «BUPYChI» YaCTO MPSIUYYTCS B CChUIKAxX M (paiiax OT HE3HAKOMIIEB, ITOITOMY
HUKOTIA HMYEro He CKauMBal M He OTKpbIBail 0e3 paspelieHus] B3POCbIX. YUTOObI
3alLUTUTBCS, 0OS3aTEIbHO UCIIOIb3Yli @HTUBUPYC — 3STO HANEXKHBIN IIUT U «IIPUBUBKAY»,
KOTOpast He TaCT TBOEMY YCTPOMCTBY 3abosieTh. Eciiu sKpaH cTaj BeCcTu cebsl CTpaHHO MU
TpebyeT Iapoyib, HUYETO He HaXuMall M Cpa3y PaCCKaXXu 00 ITOM POAUTENSIM WU
YUHUTETIO.

DDoS-aTraka — 3TO Korma xakepbl OTIIPAB/ISIOT Ha CalT TaK MHOIO 3alIPpOCOB Cpasy, YTO OH
«yCTaeT» U IepecraerT paboraTh, CJIOBHO B ABEPSIX 0Opa3oBajiach OrpomHasi mpoobka. Ecim
HY)KHasl CTpaHMIIa He OTKpPbIBAeTCS, He Ha)kMMali Ha Heé MHOIrO pas MOApPSA, a IPOCTO
MIONOKAM I 0OpaTuCh 3a IOMOIIBIO K ponuTensM. BecmiaTabin Wi-Fi B kade mau mapke
MOXKET ObITb JIOBYIIIKOJ: Yepe3 TaKyl CeThb MOIIEHHUKM YMEIOT <«IOACMaTpUBaTh» TBOU
MapoJIM U JIMUHYIO MHepenucky. YToObl 3allATUTH CBOM CEKPEThbI, CTapaiiCs IOJIb30BaThCs
TOJIbKO IIPOBEPEHHBbIM [IOMAIIHMM MHTEPHETOM I HMKOL[A He BBOAM Ba’kKHble JaHHbIE B
HE3HAKOMBIX CEeTSIX.

IOumieltku — 3TO XUTpPbIe MOAIEIKMA, CO3NaHHbIe CITelaIbHBIMM ITPOrpaMMaMM, KOTOpbIe
MOTYT «TIOAMEHUTb» JIMIIO WM TOJIOC YesioBeKa Ha BUAEO, 3aCTaBJisIsl €r0 TOBOPUTH TO, YeTrO
OH HMKOTIA He Mpom3HOCH/I. UTOOBI He IMOIacThbCSd HAa TaKoM OOMaH, BCErma BHMMATEIbHO
MIPUCMATPUBANCS K JeTa/iIM Ha 3KpaHe M He Bepb BCEMY, UTO BU[MIIIb, €CU IOBeJeHNe
yeJIoBeKa KaykeTcs Tebe HeOObIYHBIM. EC/mM «3HAaKOMBIi» B BUIEO3BOHKE WM POJIMIKE
MIPOCUT TeOSI BbIAATh CEKPET WM COBEPIIUTDb IOKYIKY, HMYEro He Aejiad caM M cpasy
paccKa>ku 00 3TOM POIUTEIISIM.

Ilaposib — 3TO TBOM CaMbllii BasKHbBIN LMGPOBOM CEKPET, KOTOPBIN JO/KEH ObITh JJIMHHBIM
M CJIOKHBIM, UTOOBI €ro He CMOIVIM pasrafaTh MocTopoHHue. IByx(dakTopHas 3aimmra
paboTaeT Kak BTOPOI 3aMOK Ha JBepu: IJisl BXOa B aKKayHT TeOe MOHAIOOUTCS He TOJIbKO
1apoJjib, HO U CrielMaibHbIN Kof 13 SMS wim TBoM oTmeuaTok nasnbiia. Hukorma He coobiiaii
CBOM TIApOJIXM HE3HAKOMIIAM M TIOMPOCU POAMUTEJIeld HACTPOUTh ABOVMHYIO 3allUTY, UTOOBI
TBOM UTPHI U TIepenucKa Bcerga Obuiv B 6e30MacHOCTH.

AHTUBUpPYC — 3TO TBOW LMGPOBOM 3aIUTHUK, KOTOPbIM, KaK KPEMKUM IIUT, OXpaHseT
raskeT OT BPEOHBbIX MpOrpaMm. PeryispHble OOHOBJI€HMSI OUYe€Hb Ba)KHBI, TaK KaK OHMU
3aKpBIBAIOT JIa3€MKM [IJIT MOIIIEHHMKOB M IeJaloT TBOKO 3allMTY ellé HamexxHee. Bcerma
TIPOBEPSII CO B3POCIBIMU 3aLLUTY TaIKETOB, YTOOBI TBOU UTPHI U (Hailsibl BCEra OCTABAINCH
B 6€30MaCHOCTH.



14. TBos cynepcuia — kputuueckoe mbiiivieHue! CTOIL, CMOTPU, CITPOCU!



