KnéepoesonacHoctb 2026:
TBOS UMDpPOBas KPenocTb

[ No 3awuTe AaHHbIX U IMYHOCTU B COBPEMEHHOM MUpE




Baw umdpposon
cyfieq— 3TO TOBap

o AKTUBHbIN cnep;: To, YTO Bbl Ny6MNKYeTE
camu (NocTbl, POTO, KOMMEHTapUN).

 MaccusHbIl cnep: To, YTO cobUpaeTcs
He3ameTHoO (IP-apgpec, uctopus Noncka,
reosioKaLus, Moaenb YCTPONCTBA).

* Puck: [1aHHble U3 cnmBoB (Hanpumep,
Delivery Club) HaBcerga octatoTcs B CETH
M UCNOMb3YKTCA ANS CO34aHUA LMppPOBOro
npodwuis nnm aTtak.

«AHTEepHeT NOMHUT 6o/iblue,
YyeM BaM XOTenocCb Obi».



CouuanbHasa HH)XXeHepus:
B3710M YyenoBeka, a He CUCTeMbl

Onpepenenune: MaHunynauma niogbmMu ¢ Lenbto
NobyauTb UX COBEPLUUTb AENCTBUS NN pa3rnacuTb
KOHUAEeHUNanbHyO MHPOpMaLMIO.

A
4

Tpurrepbl B3noma:

e Ctpax: «Baw akkayHT 3a6/10KupoBaH!»
* Jlio6onbiTcTBO: «CMOTPWY, YTO NPO TEbS Hanucanu!»
o XXanocTb: «CpOYHO HY)XXHbl AEHBIN Ha ONepaLuIo.

MOLUEHHUKW ULLYT YA3BUMOCTHU B BaLLen
NCUXONOrMK, a He B MPOrpaMMHOM Kope.



Pbi6anika Ha laHHbIe:
AOUILMHr, BULLUMHT, CMMLLUMHI

®uwunr (Phishing): CmuwmnHr (Smishing): Buwunr (Vishing):
[ToapenbHble canuTbl U SMS ¢ onacHbIMK [0nocoBoe MOLIEHHUYECTBO.
nucbma. Beerpa cCbinKamu (Hanpumep, 3BOHKM OT «C/yXObl
nposepanTe URL BpyYHyto. «[JocTaBKa OTMEHEHa»). 6e30MacHOCTM.

Action: He nepexoauTte no ccbisikam.
NMepe3BaHuBauTte no opuLManbHbIM HOMEpaM.



Ovundeunkun: Korpa
rnasam v yuam BepuTb
HeJib39

o Ayano-gundenku: M knoHmpyet
ronoc 6,1M3KOro YenoBeka ¢
TOYHOCTbIO A0 95% nng npocbbbl 0
CPOYHOM NepeBoae AEHeEr.

» Bupeo-aundenku: NopaenbHblie
BUOE03BOHKM OT «HavyanbCTBa» Uiu
«POoAOCTBEHHWUKOBX.

» MeTop 3awuThbl: [loroBopuTeCh C
6/1M3KMMKM O KOL,0BOM CNOBe AN
NOATBEPXAEHUS TMYHOCTU B
3KCTPEHHbIX CUTYyaLUsX.




duHaHCOBbIE NIOBYLUKMW
U NNerkue AeHbru

« «be3sonacHbi cyeT»: Muao.
CoTtpyaHuku LB nnm nonnuuun
HUKOraa He npeanaraloT NepeBecTy
NEeHbrn Ha «6e30nacHbIN CYET».

* KHBeCTULIMOHHOE MOLLEHHUYEeCTBO:
deinkoBbIe KpUNTOBUPXKK U
nnatdopMmbl, obellatoLLme
rapaHTUpPOBaHHbIN AOXOA.

* HanuyHble: TpeboBaHWe CHATb
Hann4yHble N NnepeaaTb Kypbepy —
100% npu3HaK MOLLEHHUYecTBa.




MoLLueHHUYeCTBO B coLceTax v JIo)XKHaa Texnoaaepixka

deinkoBbie KOHKYPCbI: NoXkHasA TexnoaaepXxka:
Ccbinku Tuna «fporonocyi 3a MeHsA» BeAyT Ha BcnnbiBatowmne okHa «Batu MK 3apaxeH!» ¢
GULWNHroBble CalTbl AN1A KPaXXu Napons. HOMepoM TenedoHa MOLLEHHUKOB.

maBHoe npaBuno: Hukorga He coo6bwante Koabl U3 SMS u Push-yBegomnenui (2FA).

JTO KJ/II0UYU OT Ballen UM(PpPOBOU XXU3HM.




BpepaoHocHoe [10:
HeBupaumbie Bparu

e CUMNTOMbI 3apaXKeHus:
3ameaneHue paboThbl, HOBbIE
pacLuMpeHus B bpaysepe,
CaMOMNpOU3BOJIbHbIE
nepesarpysku.

e lLiIndposanbuuku (Ransomware):
[TporpamMmbl, KOTOpbIe WNPPYIOT
dainbl n TpebytoT BbIKY.

* lLinnoHckoe MO (Spyware): Cnegut
3a BBO[JOM K/1aBUaTypbl U
aKTUBHOCTbIO 3KpaHa.

* UcTouHuKK: npaTcKumn cogr,
TOPPEHTbI, 3apaXkeHHble USB-¢pneLku.




Yrpo3bl cetu: Wi-Fi
u DDoS-aTaku

e My6nuyHbin Wi-Fi: OTKpbITble ceTu B Kade
nepeparoT faHHble B OTKpPbITOM Buae. He
MCMNoNb3ynTe Ux Ans 6aHKOBCKUX onepaunin
6e3 VPN.

e DDoS-aTaku: [leperpyska cepBepoB
MUWUNJIMOHaMM 3aMnpPoCOB C 3apa)XeHHbIX
yCTPOUCTB (BOTHETOB).

e 3awuTa goma: MiamMeHuTe cTaH4apTHbIN
naponb poytepa, otknrouynte UPnP v
yAaneHHoe agMUHUCTpUpOBaHuUe.




O Ctatuctuka: 27% peten CTankuBanucb ¢ KN6epobynnmHrom, Ho Tonbko 8%
poauTenen 3HaloT 06 aToM.

O [okcuHr (Doxing): My6nukaums NUYHbIX AaHHbIX (aapec, WKona) ANns Tpas/u.
O CtankuHr: Cnexxka yepes reoterm u YeKmHbl B COLICETAX.

O CoseT: He BcTynaiTe B Ananor ¢ arpeccopom. bnokupyite n coobuiante
afIMUHUCTpaLUM NNaTtdopMbl.



[lepBas NMHUA 0BOPOHDI:
[Maponu n MOA

e Maponu: MMHUMYM 12 CUMBOJIOB, pasHble
ANA Ka)XAoro canrta. icnonbsyunTre
MeHeKep naponewn.

e MOA (MFA): MHorodakTopHas
ayTeHTUdunKauus. TpebyeT He TONbKO
3HaHue (NapoJib), HO U BNageHne
(TenedoH) nnu cBoncTeo (6MomMeTpus).

e [paBuno: Bknouute 2FA Be3ge, rae ato
BO3MOXHO (locycnyru, couceTtu, noyra).



[MporpaMmMHas 3awmTa:
AHTUBUPYCbI N
o6HOBNEeHUsA

e PRO32: 3awyuTa Be6-KaMepbl 1
6a30BbIX Yrpos.

e Kaspersky Internet Security: 3awmTa B
peanbHOM BPEMEHU U OT (DULLIKHTA.

* Dr.Web Security Space: bnokupoBka
LUNGDPOBANbLLINKOB U ONacHbIX Be6-
pecypcos.

e O6HOBNEHUA: YCcTaHaBNMBaUTe NaTyu
OC v npunoXxeHn cpasy — OHU
3aKpbIBalOT Ablpbl B 6€30MacHOCTH.




Kputnyeckoe mbiliieHne — ﬂY‘-II.IJMﬁ dHTUBUNPYC

* YenoBeyeckuii paktop: MpoTuB coLnanbHOW MHXEHepUn paboTaeT TONMbKO Ball MO3T.
* [lpuHUMN HyneBoro foeepus: Ecnu npeanoXeHne CIULWLKOM XOPOLLO, YTObbl 6bITb NPaBAOH — 3TO 06MaH.
» [ay3a: MoweHHuku ToponAaT («CpoyHo!»). BosbMuTe naysy, YTobbl NPOBEPUTD HAKTbI.



YHeK-NUCT
LU(PPOBOU NMMrueHbl

. | HacTpouTtb ABYX(paKTOPHYO
ayTeHTU UKaLULo (2FA5).

| | NpoBepuTb HAaCTPONKM
NPUBATHOCTM B COLICETSX.

| 1 Ypanutb Hemcnonb3yembie
aKKayHTbl.

| | lenatb perynsipHbie pe3epBHble
Konuu (63kanbl).

| | CkaumBaTb NpUNOXKEHNS TONbKO
M3 oPuLManbHbIX MaraauHoB
(RuStore, App Store, Google Play).



byabTe yMHee XaKkepoB

Balua 6e30nacHOCTb B BalLMX PyKax. /

«B Mupe, rae TeXHONI0rMn CTuparoT
rpaHb Mexay npaBAoun U NOXbHo, Balla
64UTENBHOCTb — NYYLUUN LLNT.
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